Anaconda network configuration:

Stages:

1) initramfs/dracut: boot options, kickstart — ifcfgs moved to Anaconda root
2) Anaconda initialize: settle started NM

3) Anaconda initialize : kickstart %opre, activating kickstart config

4) Anaconda GUI/TUI

5) Anaconda post install tweaks and config — ifcfg: ONBOOT, dracut boot options for newtork storage

Configuration in dracut: pxe (installer image), kickstart, updates image, DUD? VNC?
Devices supported in installer (ethernet, infiniband, wifi, bond, team, bridge, vlan)
Persistent configuration (ifcfg) of isntaller environment and target system is the same.

* It is possible to have another device configurataion in installation environment but only via boot opts or default autoconnections.
One persistent configuration (connection - ifcfg) per device. All the other connections should be only active connections of devices.

All ifcfgs copied to target system (ifcfg files, dhclient files, static routes configuration)

Usually working with NM connection (add/update/activate) but sometimes directly with ifcfg: ONBOOT, update/create data.network, create dracut boot opts

Bootloader options for root on network storage (iscsi)
Limited support in TUI, virtual devices: show, but can’t configure
GUI: nm-c-e <the con_uuid>, adding virtual device: nm-c-e team

Initialization — sync with NM, waiting for connecting NM (dhcp) — not very robust but seems to work so far
GUI can handle added devices (usb) to some extent (added_device callback), we don’t support it officially

Special handling:

* |bft

e S390 — another config file (sysfs, ccw.conf created in s390’s init?)

* Wireless support — GUI

Ks tests for most of the stuff

Device specification (--device) and device binding (DEVICE/HWADDR/both)
Device renaming ifname=ethO: XX: XX: XX: XX:XX:XX

ip = ens3:dhcp
ip = ens9:dhcp
ip = ens10:dhcp
Ip = ensl1l:dhcp
Ip = ens15:dhcp

. Parse-kickstart

2]

(%pre content not existing yet) =

INTRAMFS/DRACUT

network --device ens7 --bootproto static --ip 192.168.124.200 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2 --activate --onboot=no
network --device 52:54:00:5a:29:50 --bootproto static --ip 192.168.124.201 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2

network --device ens10 --bootproto dhcp --activate

network --device ensl11 --bootproto static --ip 192.168.124.202 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2 --activate --onboot=no
network --device ens12 --bootproto static --ip 192.168.124.203 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2

%include /tmp/ksinclude

Y%pre

echo "network --device ensl14 --bootproto static --ip 192.168.124.204 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2" >> /tmp/ksinclude
echo "network --device ensl15 --bootproto static --ip 192.168.124.205 --netmask 255.255.255.0 --gateway 192.168.124.255 --nameserver 10.34.39.2" >> /tmp/ksinclude
%end

network —device=ens7 static —activate --onboot=no
network —device=11:11:11:11:11 static

network —device=ens10 dhcp --activate

network —device=ens11 static —activate --onboot=no
network —device=ens12 static

4]

Yopre
— network —device=ens14 static
- (network —device=ens15 static --activate)

ens3  ens7 ens9  ensl0  ensll ensl2 ‘ensl3  ensl4 ensi5
dhep  dhep dhcp  dhep | dhep
(dracut)  (dracut) (dracut)  (dracut) (dracut)

r— ! *******

Write-ifcfg |

(dracut) |

* Reads files |

; dracut drops |

.~ when activating

~ devices |

\J Y \J Y \J
Ifcfg-ens3 Ifcfg-ens7 Ifcfg-ens9 fcfg-ens10 Ifcfg-ensll lfcfg-ens12
UuidO Uuidl Uuid?2 Uuid3 Uuid4 Uuid10
Dhcp (bopt) - static (ks) static (ks) dhep (ks) static (ks) static (ks)
ONBOQOT=yes ONBOQOT=yes ONBOQOT=no ONBOOT=yes ONBOQOT=yes ONBOOT=no
[1]DEVICE=ens3 (activate) (not activate) (activate) (activate) (not activate)
DEVICE=ens7 DEVICE=ens9 DEVICE=ens10 | | DEVICE=ensll DEVICE=ens12

%end
u NETWORK MANAGER STARTS
ens3 ens7 ens9  ensl0  ensll  ensl2  ensi3  ensld  ensl5
> dhcp dhcp dhcp dhcp static dhcp dhcp dhcp
(dracut)  (dracut)  (dracut)  (dracut) (NM) - (NM) (NM) (dracut)
A A ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
ens? ens9 S
Uuid5 - Uuid6 | Wired connection 1,
Dhcp ~ Dhcp | ''Uuid8
‘in-memory ' in-memory Dhcp
| - | n-memory| .
A AN Wired connection 2
‘NetworkManager starting -Uuid9 |
Based on existing device configs and Dhep
Ifcfg files creates connections - \ [n-memory .
| ' And eventually default autoconnections for | 5
o o - Devices without ifcfgs (can be turned off like . . éns:l """
"ens3 f in RHEL). Activates devices with autocons. | | Uuid15
‘Uuido ~ . - Dhcp i
| Dhcp | (match
(mateh | -assume)
~assume) B N RO . o . Systerm ens 12 R S
T ' System ens? . System ens9 System ens10 ' Systemensll  Systemensisc
Uuid1 Uuid2 “Uuid3 ~ Uuid4 - Uuid10
static static ' Dhcp - static  static
| ’ “(match - -
****************************** o assume)
Ifcfg-ens15 licfg-ens3 Ifcfg-ens7 Ifcfg-ens9 Ifcfg-ens10 Ifcfg-ens11 Ifcfg-ens12 Ifcfg-ens15
Uuid15 > UuidO Uuidl Uuid2 Uuid3 Uuid4 Uuid10 Uuid15
dhcp (bootopt) Dhcp (bopt) static (ks) static (ks) dhcp (ks) static (ks) static (ks) dhcp (bootopt)
ONBOOT=yes ONBOOT=yes ONBOOT=yes | ONBOOT=no ONBOOT=yes ONBOOT=yes ONBOOT=no ONBOOT=yes
DEVICE=ens15 DEVICE=ens3 (activate) (not activate) (activate) (activate) (not activate) DEVICE=ens15
DEVICE=ens7 DEVICE=ens9 DEVICE=ensll | DEVICE=ensll | DEVICE=ensl12

[1]

* For —bindto=mac there is HWADDR=XX:XX: XX:XX:XX:XX
* For ifname=eth0:XX:XX:XX:XX:XX there is both DEVICE and HWADDR
[2] sometimes it is more complicated, parse-kickstart creates ip= boot options from kickstart for dracut and those are applied already in initramfs.

| think this works only if dracut is not fetched over network.

/run/initramfs/state/etc/sysconfig/network-scripts/




ANACONDA - Networklinitialize
NETWORK MANAGER STARTS * This all operates only with devices supported by anaconda.

* In most cases ifcfgs are manipulated via NM connections, sometimes directly (setOnboot).

ens3  ens7  ens9  ensl0  ensll  ensl2  ensl3  ensl4  ensl5 3) dumpMissingDefaultfcfgs

1 | | | | | . . - 1 ens3  ens7  ens9  ensl0 ensll @ ensl2 @ ensl3  ensl4d = ensl5 . .
dhcp dhep  dhep  dhep  static ~dhep dhep dhep ‘For devices without fcigs it creates ones. It dumps its default n-
(dracut)  (dracut)  (dracut)  (dracut) (NM) C(NM)  (NM)  (dracut) —»dhcp  staic  dhcp  dhcp  static ~dhep dhep dhep ~memory autoconnection (Wired connection 2) and changes its
(dracuty  (NM)  (dracut) (dracut) (NM) C(NM)  (NM)  (dracut) ‘name). It is installer assumption that each handled (supported)
e S - device has single ifcfg file (or at least a connection). Mainly needed
g e b el e e e e for GUI (mapping devices to their single configuration/connection)
but also for setting ONBOOT policy at the end of installation.

‘ 1 (It gets complicated with slaves where a device has its

i ifcfg/connection and eventually a slave ifcfg/connection.)

- I R \\1 | We even call this in TUI to be sure — added USB devices, timing

ens? N 6”?’36 ‘ 1P Hit' . 1 - S o issues. .

“Uuids . ul 3 3 ire connec iIon | S X : | e o — . - 1

' Dhcp j 3 Dhcp | 'Uuids Uui i Uuidé : | Wiree-connectont 1 In RHEL (or where NM default autoconnections are turned off) we

"in-memory ' |n memory | ' Dhcep Y Dhc \ Dth -~ ensl3 | - would create the connection in anaconda instead of dumping the

| ‘ | in-memory B . lin-mem ry |n memory | R BE'dS - | modified default one.

******************* e | ; ‘ . Cp ‘ | ;
*************** v S ‘Wired connection 2 (A W o fmemery 'Wired connection 2 ' GOTCHA: when creating the connection we have to set |
Networkl\/l anager starting “Uuid9 | Uuid9 | ' ONBOOT=no (autoconnect=False) so that the device is not activated '
‘Based on existing device configs and Dhep 3 Dhcp ; 'when it is added if not required. And handle correct settings of |

| Ifcfg files creates connections N AN In-memory B “in-memory |  ONBOQOT later. This is similar to (mis)using ONBOOT for —activate in |
' And eventually default autoconnections for ‘ S T T T T - “initramfs. | J‘
77777777777 - Devices without ifcfgs (can be turned off like - ensl5 N S *"7':'7':'7':" S
ens3 in RHEL). Activates devices with autocons. - Uuidl5 o ‘ensl5 |
1 Uuido A ‘Dhep ens3 Uuid15
Dhcp ‘(match Uuid0 ‘static |
(matCh | 7777777777777777 assume) | ‘ Dth h 3 ‘ (IES prg) ‘
asUME) o oneT Systemensg  Systemens10'  Systemensll  System ensi2: LT » ;@:;;e) ‘ L R S U O O b
Gidt  Uuid2 ~ Uuid3 - Uuid4 ~ Uuidlo T Systemens7 | Systemenss ~ Systemenslo  Systemensii  Systemensi2 ensid
static | static " Dhcp ~ static static | - Uuidl  Uuid2 ~ Uuid3 1 Uuid4 ~Uuidio Uuid11
| s ~ (match . o static - static - ?th i - static - static - static
rrrrrrrrrrrrrrrr -~~~ assume ; T ; o | matcC S I N | 3
| T ) **** ) R R assume) S P """"" A -
Ifcfg-ens3 - - - - _ f f 3 1 3 5 \/
Uuido ot vz v o o0 ctgrensis ffefg-ens3 ftetg-ens7 Ifcfg-enso Ifcfg-ens10 Ifcfg-ens11 Ifcfg-ens12 ffefg-ens13 Ifcfg-ens14 Ifcfg-ens15
Dhcp (bopt) static (ks) static (ks) dhcp (ks) static (ks) static (ks) uuid1s Uuid0 Uuidl Uuid2 Uuid3 Uuid4 Uuid10 Uuid3 Uuid11 Uuid15
ONBOOT=yes ONBOOT=yes | ONBOOT=no  ONBOOT=yes A ONBOOT=yes | ONBOOT=no dnep (bootopt) Dhep (bopt) static (ks) static (ks) dhep (ks) static (ks) static (ks) dhcp (NM static (ks pre) tatic (k
_ - - - - - ONBOOT=yes ONBOOT=yes ONBOOT=yes ONBOOT=ne ONBOOT=yes  ONBOOT=yes ONBOOT=ne  default) OO T=ro static (ks pre)
DEVICE=ens3 (activate) (not activate) (activate) (activate) (not activate) DEVICE=ens15 DEVICE=ens3 (activate) (rot-activate) (activate) (activate) : ONBOOT=yes ONE = ONBOOQOT=yes
= = = = = fﬂ'e{—a'Et'l'\?‘a{e) —
DEVICE=ens7  DEVICE=ens9  DEVICE=ensll | DEVICE=ensll  DEVICE=ens12 ONBOOT=no ONBOOT-yes  DEVICEzensii A ONBOOT=no ONBOOToyes  DEVICE=ensl3 mm . DEVICE=ens15
DEVICE=ens7 | DEVICE=ens9 DEVICE=ensll  DEVICE=ens12 DEVICE=ens14 A
- A
,,,,,,,,,,,,,,,,,,,,,,,, y - - .
1) ensure_single_initramfs_connection: for
; configurations/ifcfgs from boot options (ens3, 3
~ensl5, configurations from kickstart are handled | |
by apply_kickstart) makes sure that the active NM with ens14 connectio |
“connection of the device is the one | e N |
“correspondingto its ifcfg file. This may be needed
- if NM fails to match device configuration from -
~dracut with its ifcfg file connection and creates |
~another in-memory connection. It is done by ‘
| reactivating the [device with ifcfg connection. In
“this example NM matched ifcfg-ens3 ifcfg-ens15
' connections with configuration of ens3 ens15soit '
was not needed. |
4) setOnboot
B vy | Sets real ONBOOT value for installed system. We are
- 2a) apply_kickstart " 'using ONBOOT to handle —activate in anaconda |
For normal kickstart (not %pre) reactivates devices with kickstart config | environment so it needs to be sorted out at some point.
' (connection corresponding to the ifcfg file) if it has not been applied yet (for | | Now 3
-ensl0 and ens 11 it has) and if it should be activated in Anaconda (-- S A
~activate/ONBOOT) — (ens12 and ens9 should not). So here it applies to
ensf’.
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, T Rt TR

network —device=ens7 static —activate --onboot=no
network —device=11:11:11:11:11 static

network —device=ens10 dhcp --activate

network —device=ens11 static —activate --onboot=no
network —device=ens12 static

Yopre

— network —device=ens14 static

- (network —device=ens15 static --activate)

%end

» ksdata.network




ANACONDA - GUI

We display only supported devices (and no slaves) in a list of DeviceConfiguration
objects.

The object maps a device (libonm device object) to its ifcfg connection (libnm connection
object) which is the single connection that can be edited with [Configure] (- nm-c-e
connection_uuid).

Creating the list (DeviceConfigration objects) and updating it during changes (adding
virtual devices) is tricky. For wired devices (eth, infiniband) the device is primary in
DeviceConfiguration. For virtual devices (bond, vlan, team, bridge) it is the connection
which is primary/persistent (and can be added/removed with [+][-]. Virtual devices are
ephemeral.

Ul shows current device configuration which can be different from persistent ifcfg
connection (ensl4, ensl5, ens9). It can even have its own different (in-memory)
connection (ens14 from NM start or ens9 from dracut)) active. The in-memory connection
will be replaced by the persistent (ifcfg) one (but not deleted! Compare with ens7 and
ens9) if the device is reactivated by NM (turned [OFF] and [ON] in Ul). Or after it is
configured because:

After editing the device is automatically reactivated with edited connection (users
requirement)!

On apply we generate ksdata.network for each DeviceConfiguration in the list. We do it
by parsing ifcfg files, not from NM connections. Why? mainly because of ONBOOT ? Not
sure. Also we set —activate based on whether the device is active now.

ens3 ens?7 = A L aN
| | ens9 | ensl10 ensll | = e
| | ) | | ensl? ensl3 |
dhcp -~ static dhep dhep -
| | | | | | | static | |
(dracut) (NM) (dracut) (dracut) (NM) dhcp
B i T (N
| ens9 |
- Uuid6 3 ST - -
Dhcp | -Wired connection 2|
“in-memory | f Bﬁldpg ‘
| | 3 | | C‘
R ‘ Jin-memory
\whed-connection 1 z
- ensl13 |
“Uuid8
§ thCp ;
memeyY
- L ‘ é """"""" é rrrrrrrrr Lo —n S T ;*S"*t' ***** fil_21 | ‘ensl14 ‘éns+15i‘
" ens3 cuctan o - System ens Systemensl0'  Systemensll | OYSl€mensic “Uuid11 -Uuid15
- Uuido | 3y$éeim ens/ - Uuid2 " Uuid3 " Uuid4 -, Uuid10 ‘ - static ‘static
Dhep | stl{jlltic static ' Dhep  static ,, static 3 :
(match | - “(match | R i R SN e
assume) o assume) R N R *
Ifcfg-ens3 Ifcfg-ens7 Ifcfg-ens9 Ifcfg-ens10 Ifcfg-ens1l fcfg-ens12 lfcfg-ens13 lfcfg-e i 4 |
Uuido Uuid1 Uuid2 Uuid3 Uuid4 ULid10 Ui M S‘j%‘fé‘sw
Dhcp (bopt) static (ks) static (ks) dhcp (ks) static (ks) static (ks) dhcp (NM static (ks-pre) static (ks pre)
= = ONBOO+=he = ONBOO+=yes ONBOOTF=n6 :
ONBOOQOT=yes QNBGQSI'—yes _ ONBOOT yes _ . default) (qui) ONBOOT=yes
DEVICE=ens3 factivate} {rotactivate} (activate) factivate) {rot-activate) ONBOOT=ves ONBOOT=no DEVICE=ens15
ONBOOT=no ONBOOQOT=yes DEVICE=ensll | ONBOOT=no ONBOOT=yes —ens13 {rot-activate)
DEVICE=ens7 (not activate) DEVICE=ensll1 DEVICE=ens12 ONBOOT=yes
DEVICE=ens? DEVICE=ens14

a J,ﬂ Ethernet (ens14)

Ethernet (ensl5)
Ethernet (ens3)
Ethernet (ens7)

Ethernet (ens9)

Realtek Semiconductor Co., Ltd. RTL-8100/81011L7/8139 PCI Fast Ethernet Adap!

Realtek Semiconductpr Co., Ltd, RTL-2100/8101L7/8139 PCI Fast Ethernet Adapt

Realtek Semiconductor Co., Ltd. RTL-8100/81011L7/8139 PCI Fast Ethernet Adapt

Realtek Semiconductor Co) Litd. RTL-8100/81011L7/8139 PCI Fast Ethernet Adapt

Realtek Semiconductor Co., Lid. RTL-8100/8101L7/813% PCI Fast Ethernet Adapt

T Speed 100 Mbis

Host Mame: | localhost.localdomain

Editing ens14

Apply

| 7 | Ethernet (ens14)
= Connected
1 | Hardware Address 52:54:00:56:09:54
IP Address 192.168.124.155/24

Default Route 192.168.124.1
DMNS 192.168.124.1

—

y

New ksdata.network

> __activate

Connection name:

General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPvE Settings
Device: ensld -
Cloned MAC address: -
MTU: automatic +  bytes
Wake on LAN: (w4 Default ' Y .._I licast :'| ticast

gnore Broadcast Arp Magic

Wake on LAN password:

Link negotiation: Ignore -
Speed: 100 Mbjs -
Duplex: Fu -

Cancel Save

Ry

FEDORA 27 INSTALLATION

Configure...

Current host name: localhost



ANACONDA — network.execute — write_nework_config

ens3 ens’ ens9 ensi0 ensil
- | ens12 ens13 ensl4 ensls
dhcp static dhep dhep i |
| ? % | | s 1 ~static | 5 . 5
(dracut) (NM) (dracut) (dracut) (NM) dhep static dhep
7777777777777777777777777777 (NM) (GUI) (dracut)
Ifcfg-ens3 Ifcfg-ens7 Ifcfg-ens9 Ifcfg-ens10 Ifcfg-ens1l lfcfg-ens12 lfcfg-ens13 lfcfa-ens14
Uuido Uuid1 Uuid2 Uuid3 Uuid4 Uid10 U ULl cig-ensts
Dhcp (bopt) static (ks) static (ks) dhcp (ks) static (ks) static (ks) dhcp (NM static (ks-pre) static (ks pre)
ONBOQOT=yes GNBGGTéyes ONBOQTzno ONBOOT:yeS G'N'BGQ:réy'ES ONBOOT=no default) (gui) ONBOOT=yes
DEVICE=ens3 factivate} (not activate) (activate) factivate) (not activate) ONBOOT=yes ONBOOT=no DEVICE=ens15
ONBOOT=no DEVICE=ens9 DEVICE=ensl11 ONBOOT=no DEVICE=ens12 DEVICE=ens13 {H‘G‘t‘&&t‘ﬁf‘&t@)
DEVICE=ens7 DEVICE=ens1ll ONBOOT:yeS
DEVICE=ens14

Ksdata.network
' |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, )

1) Copy (also dhclient configs, static routes) L y i
""""""""""""""" A e ' DracutSetupArgs 1
- 2) Instclass.setNetworkOnbootDefault ~« for FcoE it is done in storage
~* Fedora — ensure at least one (first device with link) device has ONBOOT=yes (eg ~« for iISCSI that needs to be connected in initramfs (root on iSCSI) we need to
for media installs) | supply dracut ip= boot options
* RHEL - ensure at least one (the one with default route) device has ONBOOT=yes | |
(eg for media installs) — it used to differ in some other aspect from Fedora IIRC 7 O :
| Doing this in Anaconda root could activate the devices by change to ONBOOT=yes. *
No change in this example. ...
STORAGE I BOOTLOADER
3) autostartFCoEDevices - sets ONBOOT=yes
INSTALLED SYSTEM (root)
Ifcfg-ens7 Ifcfg-ens9 Ifcfg-ens10 Ifcfg-ensll Ifcfa-ens12 - Dracut boot options for root on net (iISCSI):
Ifcfg- . . . _ 9 Ifcfg-ens13 Ifcfg-ens14 ] .
Ucu%gnSS del Uuid2 Uuid3 Uuid4 Uuid10 | Uui%9 Uui%lll Bﬂ%fgsw . _Ip:_enSB:dhcp Ifname=ens3: XX: XX: XX: XX: XX: XX
Dhcp (bopt) static (ks) static (ks) dhcp (ks) static (ks) static (ks) dhcp (NM static (ks-pre) static (ks pre) * ip=ibft
_ ONBOOT=yes A ONBOOT=ne = ONBOO+=yes ONBOOT=ne :
> ONBOOT=yes : : ONBOOT yes : _ default) (gui) ONBOOT=yes
DEVICE=ens3 {aetivate {retactivate) (activate) {activate) {ret-activate) ONBOOT=yes ONBOOT=no DEVICE=ens15
ONBOOT=no ONBOOT=yes DEVICE=ensll1 ONBOOT=no ONBOOT=yes DEVICE=ens13 (not-activate)
DEVICE=ens7 DEVICE=ens9 DEVICE=ensl11 DEVICE=ens12 ONBOOT=yes
| DEVICE=ens14

# Network information
network --bootproto=dhcp --device=ens10 --ipv6=auto --activate
network --bootproto=static --device=ensl1l --gateway=192.168.124.255 --ip=192.168.124.202 --nameserver=10.34.39.2 --netmask=255.255.255.0 --onboot=off --ipv6=auto --activate

network --bootproto=static --device=ens12 --gateway=192.168.124.255 --ip=192.168.124.203 --nameserver=10.34.39.2 --netmask=255.255.255.0 --ipv6=auto

network --bootproto=dhcp --device=ens13 --ipv6=auto --activate
network --bootproto=static --device=ens14 --gateway=192.168.124.255 --ip=192.168.124.210 --nameserver=10.34.39.2 --netmask=255.255.255.0 --onboot=off --ipv6=auto --activate

network --bootproto=static --device=ens15 --gateway=192.168.124.255 --ip=192.168.124.205 --nameserver=10.34.39.2 --netmask=255.255.255.0 --ipv6=auto --activate

network --bootproto=dhcp --device=ens3 --ipv6=auto --activate
network --bootproto=static --device=ens7 --gateway=192.168.124.255 --ip=192.168.124.200 --nameserver=10.34.39.2 --netmask=255.255.255.0 --onboot=off --ipv6=auto --activate

network --bootproto=static --device=ens9 --gateway=192.168.124.255 --ip=192.168.124.201 --nameserver=10.34.39.2 --netmask=255.255.255.0 --ipv6=auto --activate
network --hostname=localhost.localdomain
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